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When using the widget with private knowledge bases, or knowledge bases that have restricted content that you
want your customers to be able to access, SSO authentication is required.

To implement SSO authentication for your readers in the widget, you may choose between OAuth2 or JSON Web
Tokens [JWT).

With JWT authentication, you'll need a JWT client secret to retrieve the token, and your widget embed script will
need to request the token to authenticate and display knowledge base content to your readers.
Generate client secret
To retrieve a JWT token, you will first need to generate the Client Secret for your knowledge base:
1. Go to Settings > Widget.

2. Scroll to the Admin Settings section.

3. In the JWT authentication subsection, click the button to Generate Client Secret.
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4. Once you click this button, your Client Secret will be populated.
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Now that you have your client secret, you can use it to request an access token from the JWT token endpoint. We
recommend modifying the default embed script to include a section that will call the _ko19.0onReady method and
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get the token within that method. See below for overall workflow examples and a sample call to this method.

Working with JWT authentication

For information about what JWT is and how you can use it, you can refer to this JWT introduction article. For use
with the widget, please refer to the following requirements:

JWT header

JWT payload

reader.

JWT payloads are not encrypted and should NOT INCLUDE any sensitive information about the
k If you need to pass sensitive information about your readers, use the server side OAuth2 workflow.

// Comma separated list of reader group names - optional

Example authentication code
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https://jwt.io/introduction/
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Enable JWT

When your script is ready for testing/usage, set the widget to use JWT authentication:

1. Go to Settings > Widget.
2. Scroll to the Admin Settings section.
3. In the JWT authentication subsection, check the box next to "Secure widget access using JWT".
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4. Save the settings.

Generate a new JWT secret

For security reasons, sometimes you may want to generate a new JWT secret. You can do this directly yourself in
Settings > Widget.

Once you regenerate the JWT secret, the existing JWT secret will no longer function, so your widget authentication
will basically be broken until you update it to use the new secret.

To regenerate your secret:

1. Go to Settings > Widget.
2. Scroll to the Admin Settings section.
3. In the JWT Authentication subsection, click the Regenerate JWT Secret button.

4. This will open a pop-up confirmation to ensure you want to make this change. As the message states,
regenerating the secret will invalidate the old secret (which basically breaks your existing widget
authentication until you update it to use the new secret).
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Regenerate JWT Secret

/\ This action cannot be undone.

Regenerating your existing JWT secret will invalidate the existing
secret. Any reference to the old secret will need to be updated.

Are you sure you want to regenerate?

Regenerate

Confirmation message for regenerating your JWT secret

5. To proceed with regenerating the secret, select Regenerate.

6. The pop-up will disappear and your new JWT secret will be displayed.

You can now update your authentication scripts/processes to use that secret instead.
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