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Create a new SMTP service: BasicCreate a new SMTP service: Basic
authenticationauthentication
Last Modified on 03/11/2025 1:57 pm EDT

Many email providers support a basic authentication model for SMTP. In this model, you provide a username and
password to log in to the SMTP host.

To set up a new SMTP service, you'll need to:
Check your SMTP provider for their instructions on adding an SMTP integration.
Set up the SMTP service in KnowledgeOwl using that information.
Send a test email in KnowledgeOwl to verify the SMTP is properly configured.

Refer to the more detailed instructions in each section below.

Before you beginBefore you begin
Before you configure the SMTP service in KnowledgeOwl, check with your SMTP provider for their specific
instructions.

You may need to contact your IT administrator to help set this up.

Each email server is a bit different, but we've tried to capture information on finding your SMTP settings from these
popular providers:

Gmail
If you're using two-factor authentication in G-Suite or with Gmail, you'll likely need to use an App
Password. Refer to the additional steps in Gmail for two-factor authentication.
We don't yet support Oauth2 authentication for G-Suite or Gmail; please contact us to let us know if
you're interested in it!

Mailgun
Office 365 (may require IIS)

Microsoft is moving away from basic authentication in SMTP, so we recommend using the OAuth2
configuration for your SMTP instead.

If your provider isn't listed above, try searching for information on configuring SMTP mail relay for external use or
checking your SMTP settings.

Set up your SMTP serviceSet up your SMTP service
Once you have detailed instructions for your SMTP provider, you can set up your new SMTP service in

https://support.google.com/a/answer/2956491
https://support.google.com/accounts/answer/185833?hl=en
http://support.knowledgeowl.com/help/gmail-for-two-factor-authentication
https://help.mailgun.com/hc/en-us/articles/203380100-Where-can-I-find-my-API-key-and-SMTP-credentials-
https://docs.microsoft.com/en-us/Exchange/mail-flow-best-practices/how-to-set-up-a-multifunction-device-or-application-to-send-email-using-office-3
https://docs.microsoft.com/en-us/Exchange/mail-flow-best-practices/how-to-configure-iis-for-relay-with-office-365
http://support.knowledgeowl.com/help/create-a-new-smtp-service-microsoft-oauth2
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KnowledgeOwl. To do so:

1. Go to Account > SMTPAccount > SMTP. The Custom SMTPCustom SMTP page opens.

2. Select + Configure New Service+ Configure New Service. The Create SMTP Service Create SMTP Service page opens.

3. Enter a Friendly NameFriendly Name for your service. This name will be displayed in SMTP dropdowns for individual
features, so it should describe the SMTP service in some way.

4. Enter your SMTP HostSMTP Host. This is the address your email server provides for the SMTP host.

5. Enter the PortPort. Most providers have specific recommended ports.

a. Where possible and supported, we recommend using port 587, as this is the port used by modern email
servers for secure submission of email for delivery.

b. If you'd like to encrypt emails during transmission, we recommend using port 587 with TLS enabled
unless otherwise directed by your provider.

6. Enter a Send From AddressSend From Address. This is the email address that will show up in the "From" field for all emails sent
using this SMTP service.

Google exceptionGoogle exception 
If you're using Google's SMTP, it will automatically override whatever Send From address you
use here with the SMTP Username.

7. Optional: Enter a Reply To AddressReply To Address. This allows you to specify a Reply-to address different from the Send
From Address. If this field is left blank, the emails will use the Send From Address as the Reply To address.

8. Optional: Enter a Send From NameSend From Name. This is the name that will show up in the "From" field for any emails sent
using this SMTP service.

9. In the AuthenticationAuthentication section, select Username/PasswordUsername/Password to configure your SMTP using basic authentication.
Additional fields display once you select this option.

10. Enter the UsernameUsername used to log in to the SMTP Host.

11. Enter the PasswordPassword used to log in to the SMTP Host.

12. Once you've finished completing all fields, select CreateCreate to finish creating the SMTP service.

Once you've created the service, be sure to test it following the next set of instructions!

Test your SMTP serviceTest your SMTP service
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Test early and oftenTest early and often 
We strongly recommendstrongly recommend sending a test email to verify your SMTP is set up correctly.

Once you've created your SMTP service and authorized it, we recommend testing the SMTP service. To do so:

1. In the Edit SMTP ServiceEdit SMTP Service page in the AuthenticationAuthentication section, select Send Test EmailSend Test Email:

2. For your Test recipient email addressTest recipient email address, enter an email address you have direct access to.

3. If your SMTP isn't set up correctly, KnowledgeOwl displays the error message we received to help you
determine what's wrong. Error messages should be one of two types:  

a. Basic validationBasic validation: We'll alert you if the email addresses you've entered don't follow standard email
address conventions or if any required fields have been left blank. 

b. SMTP provider validationSMTP provider validation: If the error comes from the call to your SMTP provider, we'll return the error
message they provide.

4. If your SMTP is correctly set up, the test email should go through and show you a confirmation message. At
this point, your SMTP is ready to use!

Once you receive the successful confirmation message after sending a test email, your SMTP service is fully
configured!

You can now use this SMTP in:
Any knowledge base's Subscription settings
Your account's Reader emails for reader welcome and password reset emails

KnowledgeOwl IP AddressKnowledgeOwl IP Address

If you need to set up an exception for these communications with your SMTP provider, refer to Required IP
addresses for more details.

Sample Send Test Email button after an SMTP service has

been created

http://support.knowledgeowl.com/help/configure-smtp-for-subscriptions
http://support.knowledgeowl.com/help/reader-emails
http://support.knowledgeowl.com/help/required-ip-addresses

